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File Description:
My App

Company:
My Company

File Version:

1.0.0.0

Copyright:
Copyright ¢

Architecture:
® Any CPU

Sleep (s):

W Self-Destruction W Anti-WM v Hidden

Before creating your agent, you can take a look at “Extra Features” section.
Your agent will be created referencing this section:

Assembly Configuration:

1) File Description (optional)
2) Company Name (optional)
3) File Version (required)

4) Copyright (optional)

5) Architecture (required)



Other Features:
1) Sleep (optional):

This option determines how many seconds your agent should sleep before
executing the main code.

2) Self-Destruction (optional):

If this option checked, your agent will self-destruct after the execution is
completed.

3) Anti-VM (optional):

This option enables Anti-VM, which means your agent will not work on any
virtual machine. Also, if any reverse-engineering tool is running, the agent
will not function.

4) Hidden (optional):

This option sets the attributes of the dropped files to 'Hidden".
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Add as a resource Add as a link

First of all, you should decide which method you want to use to bind the
files. We have detailed both methods for you below.



First Method (Add as a resource):

This type of agent adds the selected files to itself as 'resources’ (thereby
increasing its own file size). Therefore, unlike the 'Add as a link' method, it
does not need to download files from the internet. It extracts the files
added as resources to a temporary folder at runtime and executes them.

Note: There is a 150 MB limit per file you add for binding.

Second Method (Add as a link):

This type of agent attempts to download and execute the selected files
from the internet (without affecting its own file size). However, this method
may work slower compared to the 'Add as a resource’' method because the
download process depends on factors such as internet speed and file size.
It then extracts the downloaded files to a temporary folder and executes
them.

Note: There is no limit about the file size.

To help you better understand these two methods, we have provided a
table below:

Resource Method Link Method
File Size Limit 150 MB per file No limit
Speed Fast Slow
Agent Size 10 KB + 1%t and 2™ file size 10 KB
Chance of Failure X v

If you will be working with files smaller than 150 MB, we strongly
recommend the Resource method.

Now you can choose the method that suits your needs and continue!
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Custom Message: Select lcon:
® X

Agent Name:
Binder

lcon Path:

Chlsers\Monster\Desktophputty.ico

sers\Monster\Desktophputty.exe

2nd File:
ChUsers\Monster\Desktopisample, pdf

1) Agent Name (required)

2) Custom Message (optional)

3) Icon Path (optional)

4) 1st and 2 File Path (required):

You can bind your agent with the following file types: exe, bat, msi, pdf,
txt, docx, docm, xilsx, xlsm or image files (jpg or png).

By following the same steps, you can create your link agent. This time,
instead of selecting files from your computer, you should enter the URL that
leads to the file on the internet.

Default agent size (Resource Agent): 10 KB + 1st and 2nd File size
Default agent size (Link Agent): 10 KB



Result:

ampie.pdf
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Agent, executed putty.exe and sample.pdf files.



3) KleenScan Service

We integrated KleenScan service to Cosmic Binder. If you want to test your
agents’ detection value, you can use our Agent Scan system:
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ave a KleenScan a 7 Register now

APl Key:

Agent Path:

ChUsers\Monster\Desktop\Binder.exe '+

Select/Deselect All
L (

Adaware Amiti Max Secure Sophos W Avira Bullguard Comodo Symantec
(] escan F-Secure Trend Micro  lkarus Kaspersky Mchfee VBA32

MNano Morman Secure Age Wirit Explorer  Alyac Arcabit Avg Virus Fighter
Immunet Avast WIN Defender Zone Alarm o Bitdefender Clam AV Comaodo Linux Xvirus

Emsisoft F-Prot GData v Zillya v Eset Nod32 Quick Heal Seqrite Zoner

Scan Results




The results are as follows:
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AV NAME RESULTS LAST UPDATED

ADAWARE UMNDETECTED 2024-07-08
ALYAC UNDETECTED 2024-07-08
AMITI UNDETECTED 2024-07-12
ARCABIT UNDETECTED 2024-07-12
AVAST UNDETECTED 2024-07-12
AVG UNDETECTED 2024-07-12
AVIRA SCANNING RESULTS INCOMPLETE 2024-07-08
BITDEFENDER FAILED 2024-07-08
BULLGUARD UNDETECTED 2024-07-08
CLAMAV UNDETECTED 2024-07-08
COMODO SCANNING RESULTS INCOMPLETE 2024-07-08
COMODOLINUX UMNDETECTED 2024-07-08
DRWEB UNDETECTED 2024-07-08

EMSISOFT UNDETECTED 2024-07-08
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